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Generic PWS.di [McAfee]

Mal/Behav-328 [Sophos]

Trojan.Win32.Llac.bdm [Kaspersky Lab]

Malware.Spyrat [PC Tools]

W32.Spyrat [Symantec]

Mal/Behav-043, Mal/Behav-328, Mal/Behav-103 [Sophos]
Mal/Bifrose-S [Sophos]

Trojan Horse [Symantec]

Trojan.Generic [PC Tools]

Backdoor.Graybird [PC Tools]

Backdoor.Graybird [Symantec]
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Backdoor.Win32.Delf.seq [Kaspersky Lab]
Backdoor.Win32.Poison.becc [Kaspersky Lab]
BackDoor-CEP.gen.au [McAfee]

Constructor: Win32/Bifrose.A [Microsoft]
Generic.dx!eus [McAfee]

Infostealer.Gampass [Symantec]

Mal/Behav-010 [Sophos]

Mal/Behav-010, Mal/Behav-024 [Sophos]
Mal/Behav-328, Mal/Behav-103, Mal/Behav-043 [Sophos]
Mal/Behav-328, Mal/Emogen-I [Sophos]
Mal/EncPK-LL, Mal/Behav-328 [Sophos]
Mal/Generic-A [Sophos]

Trojan.Win32.Llac.bex [Kaspersky Lab]
Trojan.Win32.Llac.bju [Kaspersky Lab]
Trojan.Win32.Llac.ga [Kaspersky Lab]
Trojan.Win32.Scar.vuy [Kaspersky Lab]
Trojan-Dropper.Win32.Decay.eaf [Kaspersky Lab]

Trojan-Dropper.Win32.Decay.edw [Kaspersky Lab]
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<system folder>\WinDefence\windefence32.exe

<system folder>\taskmanager\task.exe

<system folder>\install\system.exe

<system folder>\backup\winbackup.exe

<system folder>\windows\windows.exe
%windir%)\install\update.exe

C:\Documents and Settings\<User>\Local Settings Temp\uuu.uuu

C:\Documents and Settings\<User>\Local Settings Temp\xxx.xxx

AR (oo et ) (6 15 laaldST 5 ,b 5l Win32/Rebhip. A 4,5

HKCU\Software\Microsoft\Windows\Current Version\Policies\Explorer\Run
C:\WINDOWS\system32\WinDefence\windefence32.exe”
HKCU\Software\SlysBitch “FirstExecution”

“<current date and time>" (for example: “21/12/2009 — 03:58")
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http://blogs.pcmag.com/securitywatch/2010/07/pirated copies of starcraft 2.php

http://www.im-infected.com/worm/wormwin32rebhip-a.html

http://www.threatexpert.com/threats/worm-win32-rebhip-a.html

http://www.scanforfree.com/80/worm-win32-rebhip-a-removal.html
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