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|E||E| |MSN Search ||p |v|

5 - B @*@Page-|@ =

Delekte Browsing Hiskory, ..

Pop-up Blocker 3
Phishing Filcer 3
Manage add-ons 3
wark, OFFline

windowes Update

Full Screen Fi1
Menu Bar

Toolbars 3

windows Messenger
Diagnose Zonneckion Problems. ..

Internet Options

JyTImy w).h,.,!afwl s o}y}lw‘am ol YL o ass Gl ) security oo
S 5o ek 6 il gl s 039 0,0 i Sledlsl sl oijfs,ooau.'m‘ L@T}!

s Cblas o lei o o 039> (! 5SS e (sl o,ls 5929 Setting Up Security Zone
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S9y 2l 1y Casal (i 5 y950 igh oo Jd e 090 (pl (289 259h o Sl e Java

A2 18 e o SYL jo 1) eade) oS g auS” SIS Default Level aeSs

Internet Options

General [ Securiky |Pri'-.-'ac';.-' || Conkent || Conneckions || Programs || .ﬁ.dvanced|

Select a zone ko view or change security settings.

@ €« v 0O

r||'|-'rr||-'|' Local inktranet  Trusted sites Restricked
sites
Internet =
0 Thiz zone is Far Internet websites, S
excepk those lisked in brusted and

restricked zones,

Security level For this zone

Allowed levels For this zone: Medium to High

conkenk
- Maximum safeguards
- Less secure features are disabled

= - High
N = - Appraopriate For websites that might hawve harmful

[ Custam level. .. ][ Default level ]

[ Reset all zones to default level ]

L (o] 4 J [ Cancel ] [ applhy ]

custom level 4aS's (g9, ¢ 35,10 )5 o5l aml jo a5 slo aasuin ol g9, p i 508 &l

L oly oo Iy active X M oS J S 1) ol counl 0)lge auiley oo Lo x| LasS SIS
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PP L polie 0,5 Jleé ,.2 Run ActiveX controls and plug-ins cwewd ;o Disable sl

2,5 Jlesl Reset aeS's (59, » SUS g High sl b les o ],y cocal grbans o 5YL ilils (6l

By aid el alS 0 ;S8 AT Cnl ol colu gl il 4>l SO Trusted sites a>U

)o|)QTc-,¢Jg)5qu%9::ngl)b<\S%JloLsasqi)la)jbuaj@cﬁu;ildoy ol s lels
Sites... 4aSs (59, » dulg o0 035> ol 3l Cole Bds | g dlal gly auns o )18 Cond ()]
5 Bd> Sl oyoy o] [0 a8 05d e 5l e oy 4SS pl (55, SLISTL oS SIS
sl Col add aaledn Cawl (Sow Lol (yuizmod . Cawl 00l 00ls Lol 4y o ol 0,5 43l

Sl 00 ol o)l g yian laebl £9590 oo nS L8 cad pl o HTTPS) ool b

IR POV T - SN e

Security Settings - Internet fone

Sekkings

Ii'. Initialize and script ActiveX controls not marked as safe For = ~
{*) Disable (recommended)
{3 Enable {nok secure)
) Prompk

@ | Run Ackivex contrals and plug-ins

I (%) Disable I

t_4 Enable
f:}l Prompkt
Ii'. Scripk Activerx conkrols marked safe For scripking™®
(%) Disable
) Enable
l'(:,‘l Prorpk
|2 Downloads

=% Aaukomatic prompeing For File downloads
fah Micahla
< i | >

*Takes effect after wou restart Internet Explorer

Ressk cus Lhiog
Resek to: I |High vl I [ Reset... ] I

L Ok J [ Cancel ]
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Trusted sites

You can add and remove websites Fram this zone, all websites in
A this zone will use the zone's security setkings.

add this website ko the zone:
| Add

Websites:

http: f* update. microsaft, com R Emove
http: [ fdowinload, windowsupdate, com =
https: [, update. microsoft, com

|| Require server verification (htkps:) For all sites in this zone

Close

9 IE6 1, L ) Medium-High ss, » I, Trusted zone 4> (gl ol o a5 0iS o0 dnogs
Sendy oVl 5o |y il e ojem cotal (285 e )8 Medium (s, 5 o 51 B8 sle s
Slepdas Jdo 4y a8 0SS sod )15 G )0 a5 gd axlge ol Col g b cl (e ¢ oo I3
el 1.0 SaS wilgs o Trusted zone: aS cwl gl> les ] ol o 00l ploul Sl
8y Lais 0S5 a8lol e Trusted zone Cowd 4 |y o1 sl oo 9,005 & B0 Dlgime ol 45 0ils
anlg> Jlad colu sl Active Scripting ¢ Active X 9o (69,150 05 oo adlol cud 4y Colo
Trusted ceond o aily oo b Culu 509y dales ol jlows lail SHE S el (p) )15l oauls Lol

WS 8 e oS sl (1) zone




Colw lawgs oS siwn gl LB e Cookie .ail oo s Cookie gl Slewdas Joli Privacy o,y

okt il o Cookie Sy .l 43,5 1,3 Lok ], 53, i o U s job &) chliie slo

ably 0,5 Jlis sl p bCookie ;I cdel abl ¢ cunl 5Lo Cols SO 90,5 0,053 gl aS Sedbl j»

Dgd oo ookl Lads (g lel Cledbl alox 5l Gledbl S 150,58 5 Copil o (50,5 > jo Ll

I, Override automatic cookie handling g 0,5 SCIS Advanced aoSs (55, » oS Cwl (pl s aogs

(third-party) esiwe e b (first-party) sbine j3b 4 a5 slaCookie sl ol oS Gl

ycookie b aiS oo oW Cole G a5 oK |15 1l b .owsS Ol | prompt sy 537 ool 0 053
Qidgs ol yen Jlaia L as” ,WCookie

slass 31068 soools jlaia Lod 4y o 1,8 Lol 4l (g9,
o cookie |15 -pl L .ogl Jd wlgy oo Always allow session cookies au 35 wai o3Il 51 i

Internet Options

| General || Securit_l..l[ Privacy

Settings

Content | Connections || Programs | Advanced |
zone.

Faowe the zlider to select a privacy setting faor the Internet

Medium

privacy policy

- Blacks third-party coaokies that do not hawve a compact
- Blocks third-party coakies that use perzonally identifiable
infarmation without your implicit conzent

- Restricts firzst-party cookies that use perzonally identifiable
infarmation without implicit consent

I[ Sites. . ]l[ Irmport. . ]I[ Advanced. . ]l
Fop-up Blocker

@ Frewvent moszt pop-up windows from appearing.

D efault
[ Ok ] [ Cancel ] Apply

sk l» Session cookie .aisS ol I o5l>t 5 )I5 o5la] aas v B uile aily]) (gq, oS

&, ls persistent cookie 4 Caus (5 S




Advanced Privacy Settings

[ “'ou can chooze how cookiez are handled in the Internet
= zone. Thiz overmdes automatic cookie handling.

I Overmde automatic cookie handling I

Firzt-party Cookies Third-party Cookies
() Accept () Accept

I (+) Prompt I I () Prompt I

Alwapz allow zezzion cookies

[ k. f [ Canicel

o o> |y Cole 05 S sl cookie (gl ouls 433 ,5 Dlowenas a5 (gl 433 alwg 4 ols o5l
cookic 4; by Jlats K b Syl K 51 apsl e 5o 1 Jlie slir S sy |y Calos o (225

cookie | o 0,53 jlblock cookie (gg, , SIS L aS 0y lo Cangd Wgd axlge Sbds o

DS (6 S ol
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Privacy Alert

& 4 The website "waww, securecoding. cert.arg' has requested to save a
Eﬂ,file on your computer called a V'cookie." Thiz file may be used to
track uzage information. Do you want o allow this?

[ ] 2pply my decizion to all cookies from thiz webzite

E"DW Cookig [Eluck Cookie Kare Info

Cookie [nformation

M ame JSESSIOMID

Darmain iy zecurecading. cert.org

Fath Afoonfluence

Expires  |End of zession Secure  |Yes
D ata 9EEZ9E 43DFDBA3ECEEE R4BEEDIZE F3FO

3rd Party (Mo Seszion  |Yes

Compact

Palicy

P IS o e el e ol S sl | cookie Dledas alys e esite... oS Sl L
e Sl 8590 Sl sl 1) (o)l lendas ailey oo g S WSl L 5 B> 1) o culu aulys
s asgi 00l plodl ol WSe g coli domain 4y bgy e 0y pl ol Ceond a0

AS oolaiwl Sledats pss gl 0y (pl (YU Codd
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Per Site Privacy Actions

M anage Sites

or Block.

and click the Remove button,

£ roucan specify which Web sites are alwayz or never allowed ta uze
=8 cookies, regardless of their privacy policy.

Tope the exact addresz of the \Web zite you want to manage, and then click dllow

Toremove a site from the list of managed sitez, zelect the name of the Web zite

addrezz of Web zite:
I | Block |
kM anaged ‘Web sites:

Bemove

Always Al

EXample. Com

Alwaps Block

Remowve All

& e ams L3 &bl g5, 1, cookie sls B cule Ky a5 s aubly e ST bsline

SIS default oS g5, 0SS colaiul IE jo  pre-set privacy g8 5l auly oo 0SS cdl o

wboLa:cA.ll.ughs&ﬁJ@Lmlopg.@o)}@bﬂd;mg)o Iy oiya) oudS” 5 oS

sl coOKie 4 Lgs o a5 i & 1y Cgles Wiles oo el gl oL AiiS sad L5 s 4 b

Al a8 el sl s a5 jshailes oS adlol all oo 0ol ools o5l
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Internet Options

| General || Security | Privacy | Conkent || Connections || Programs || Adwvanced |

Settings
'!:L! Select a setting For the Internet zone,

- - Blocks all cookies From websites that do not have a
compack privacy policy

- Blocks cookies that sawe informakion that can be used ko
- - conkack wou without wour explicit consent

[ Sites ] [_ Impork ] [_ Advanced ]I[ Default ]I

Fop-up Blocker

@ Prewvent mosk pop-up windows From Setkings

appearing.

Turn on Pop-up Blocker

[ (] 4 ] [ Cancel apply

el o oy 0gd oo Jlasl ol 6o 055> plod (g5, p oS el Sladas Jeli Advanced o
5 )3l lg Jolis 0,90 ol .0usS Jleé . |, Enable third-party browser extensions au ;5 a5 Cowl
o Lol s aiae Sl e g as la 0938l (S ST L ail o BHO) )5 j9 50 4y (L, SaS

Lot og Do Col (e )5 )90 4 00l 03938 Aol S Jloo (sl ST (o0 S | o )5 Bl

A2 5 Loy ezl Sledbl (0 1ol Cowdy Sl 1) g axbo Dhgizme S b g WS 0,50
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Internet Options

| General | Security | Privacy | Content | Connections || Programs | Advanced |

Setkings

[=] Browsing ”~
Autaratically check For Inkernet Explorer updates B
Close unused Folders in History and Favorites®

Disable scripk debugging (Internet Explorer)

Disable script debugging (Other)

Display a notification abouk every script error

Enable FTP falder wiew {outside of Internet Explorer)

Enable page transitions

KEOEROO

Ll
[ ] Enable third-party browser extensions*
Enable visual stvles on buttons and controls in webpages
[] Enable wehsites ta use the search pane*
[] Force offscreen compositing even under Terminal Server®
[+] Motify when downloads complete | b
< >

*Takes effect after wou restart Internet Explorer

l_ Restore advanced sektings ]

Reset Internet Explorer settings

Deletes all temporary Files, disables browser [

R Booo
add-ons, and resets all the changed settings. — ]

You should only use this i wour browser is in an unusable state,

L (] 4 ] [ Cancel ] apply

iy 4 &l 18NS 03] 45 55 soliiasl (g y5b Wlsi o (IDN) s Lol s (sladomain b
internet explorer ,o IDN sla (o oM ol jo clablxe sl 000y 1) Gy Slxbo slo w0l

sl oyol 4 05l o el 5l .asS Jlas | Always show encoded addresses 435
g ¢ Ngd ools yiules ol ol 50, S 4 Internet explorer Counxds ,lg g (ol s ;o IDN

3,5 G 1) Wyl cales o S sla uyol LaS sla ol
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Slro o blas aaS Jlkd .2 ) play sounds in web pages 435 a5 oS 0 dnogi (pitred

Digd oo Syt ol el 5 aid Colu ] 045 4 bgrye &yai 4 o

Internet Options

| General || Securiky || Privacy || Conkent || Connections || Programs | Advanced l_

Settings

| ¥

Alwawvs show encoded addresses
IDM server names
[] send IDM server names For Intranet addresses
Send UTF-8 URLs
Show Information Bar For encoded addresses
[] use UTF-& For mailka links
g Multimedia
Alwavs use ClearType For HTML* TN

|| Show image
[+] Show pickures b
< i | »

*Takes effect after wou restart Inkernet Explorer

[ Restore advanced settings ]

Reset Inkernet Explorer settings

Celetes all temporary files, disables browser [

R Boo0
add-ons, and resets all the changed settings., =2 ]

You should only use this if your browser is in an unusable state,

L (4 J [_ Cancel ] apply
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9 S S sl el e colw 0y Gialed slp 1y 60,0,5 sla I3l o5 asles o « program o=y )0

DS a8 e 0590 ol O B Grewy ail leds 2,8 o o9 )5 9,0 explorer

Internet Options

| General || Security || Privacy || Zonkent || Connections | Programs |.ﬁ.|:|van-:e-:||

Internet programs

P,
oy

You can specify which program \Windows autormatically uses For
% each Internet service,

HTML editor; |N|:utepad o |
E-mail: |Min:r-:usnFt Cffice Cuklook b |
MNewsgroups: | Ctlook Express bl |
Internet Call; |NetMeeting L |
Calendar: |Min:r-:usnFt Office Oukloaolk, w |
| Gl Microsoft Office Outlook v |
Defaulk web browser
Internet Explorer is the default web Make default
browser,

I [ Tell me if Internet Explorer is not the default web browser,

Manage add-ons

g Enable or disable browser add-ons [ Manage add-ons ]

installed in your system,

L (4 J [ Cancel ] apply
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http://www.microsoft.com/windows/ie/using/howto/security/setup.mspx

http://support.microsoft.com/?kbid=182569

http://www.us-cert.gov/cas/tips/ST04-022.html

http://www.us-cert.gov/cas/tips/ST05-001.html

http://www.us-cert.gov/cas/tips/ST04-012.html

http://www.cert.org/tech_tips/home_networks.html

http://www.cert.org/homeusers/HomeComputerSecurity/

http://www.cert.org/archive/pdf/spyware2005.pdf

http://www.cert.org/reports/activeX_report.pdf

http://www.opera.com/support/tutorials/security

http://www.mozilla.org/projects/seamonkey

http://www.konqueror.org

http://browser.netscape.com
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