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CSIRT process needs

Current CSIRT capability

PC:

Prepare,
From any activity - Sustain, and
within the CSIRT () CSIRT process changes Improve
process or from CSIRT Process

activities outside of
the CSIRT process

From R: Respond to
Incidents CSIRT process changes
Response information
Respons actions and decisions

If a CSIRT capability is
initially being established

Initial CSIRT capability

If the current CSIRT
capability is not modified
or improved

Current CSIRT capability

PC:

Prepare, If the current CSIRT
Sustain, and capability is modified or
Improve improved

CSIRT Process Modified CSIRT capability

If improvements to the
infrastructure are required To PI:

. Protect Infrastructure
Infrastructure protection

improvements

If internal and external
stakeholders need to be
notified

»To stakeholdes
Lessons learned

If archival of lessons

learned is required A
Lessons learned
Current infrastructure
From PC: Prepare, PI:
sustain, and improve - Protect
CSIRT process Infrastructure protection Infrastructure
improvements
From any activity
within the CSIRT

process or from
activities outside of the
CSIRT process

Infrastructure protection
improvements
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If a potential incident is
identified during an

infrastructure evaluation To other
. Organizational process

Event reports

PI:
Protect If the current infrastructure
Infrastructure is not improved

Current infrastructure o

If the current infrastructure

is improved
| -

Hardened infrastructure

General indicators

. Event reports

- D:Detect Events

Q General requests/reports

If event is reassigned outside of
incident management process To other
Organizational process

If event requires further
incident management
action T

Triage Events

) J

D:Detect Events
Event information

If event is closed
Closed events

Archive

If event is reassigned outside of
incident management process  Tgq other

- rganizational pr
Reassigned events Organizational process

T:
Triage Events

If event requires further incident
management action

» Respond

Assigned events

If event is closed

Archive
Closed events
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Respond

If event is reassigned outside of
incident management process

[
-

Reassigned events

If response is reassigned outside of

incident management process
-

actions and decisions

If a postmortem review required

Ll
Response information Response

Proposed CSIRT process changes
Response informationResponse
actions and decisions

need to be notified

To other
Organizational process

To other
Organizational process

To PC9:
Conduct
Postmortem Review

If internal and external stakeholders

p-1 0 stakeholders

actions and decisions

If response is complete

Response information Response

» Archive

Response documentation

If response is complete

> To participants

Formal notification of closure
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A A STEP-BY-STEP APPROACH ON HOW TO SET UP A CSRIT. v..7,

European Network and information Security Agency (ENISA). Available at
www.enisa.europa.eu/cert_guide/downloads/CSIRT _setting_up _guide ENISA.
pdf

Y Albert,C , Dorofee, A Killcrece, G, Ruefle, R,Zgicek, M. Defining incident

Management  Processes for CIRTSA Work in Progress. Available at
www.cert.org/archive/pdf/- str-\o.pdf

X Grance, T,Karent, k,Kim, B., Computer Security incident Handling Guide.

¥ Killcrece, G.,Kossakowski ,K., Ruefle ,R.,Zgjicek ,M., Sate of the Practice of
Computer incident Response Teams (CIRTSs). p. vayAvalable at
www.cert.org/archive/pdf/- vtr- - y.pdf

D Stikvoort, D,Kossakowski, K,Killcrece, G,Ruefle, R,Zajicek, M. Handbook for

Computer  Security incident Response Teams(CSRTs).Avallable at
www.cert.org/archive/pdf/csirt-handbook. pdf
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